Depth Profiling of Diffraction-based Security Features
in Authentic and Counterfeit Banknotes
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High printing quality of banknotes and the variety of security features implemented in banknotes make a big
difference between the genuine notes and high-quality forgeries. The counterfeiter cannot reproduce or
imitate the printing quality and all security features embedded in every banknote, such as Optically Variable
Ink, Optically Variable Diffractive Images, or intaglio printing. The present research focused on the examination
of optically variable devices embedded on 50[Jbanknotes. The altered banknotes were examined using

different techniques.
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At the present, to determine its authenticity of a
banknote, authorities rely on visual inspection and
fluorescence reaction. Not always visual examination
proves that a banknote is genuine, therefore simple and
non-destructive technique, such as the spectroscopic
method (infrared and Raman), and microscopic
examinations are very useful to assist in identification of a
forgery. However, using these techniques, it is difficult to
distinguish aged banknotes from high-quality forgeries that
present similar spectroscopic features. Using mass
spectrometry (MS) provides molecular information of
chemical compounds in banknotes [1].

In this sense, for identification of chemical nature of

component materials, structural and functional features,
manufacturing technology, conservation status, up to the
deep details of chemo-metric characteristics and traces
of surface materials, complex methods are involved in
the scientific examination of the banknotes in question [2-
5]. An important role is held by the physical and chemical
expertise of the banknotes with counterfeit elements or
entirely falsified, which allows proof of guilt and
identification of the counterfeiter, having a very important
role in proving the guilt and whereabouts of the perpetrator
[6-10].
The difference in quality between genuine and
counterfeits banknotes depends on the level of security
features embedded, and the equipment or competence of
the counterfeiter. It is well known the so-called “superdollar
plot”. USD 100$ banknotes were alleged to be very good
imitation, then even for experts were difficult to notice the
difference. The superdollarswere produced on an industrial
scale, at the government level by North Korea [11].

As the quality of colour printers and resolution of scanners
gradually developed, it forced authorities to add to
banknotes additional security features that cannot be
copied by colour copiers or desktop equipment, such as
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optically variable ink, metallic foils and diffractive optically
variable image devices.

It is well known that it is easier for a counterfeiter to
imitate banknotes that visually are good quality than it is
harder to make a forged banknote with identical chemical
composition of papers or inks.

For security standpoint, on banknotes frequently is used
iridescent optically variable devices because colour copies
cannot reproduce the optical effect, require advanced
equipment and complex knowledge. Iridescent optically
variable devices are based on light diffraction by gratings
or light interference in thin film structures, and can be
checked in first line by tilting, in order to result a positive-
negative image, reverse in contrast or in colour conversions.
These optical effects are well-defined and easy to
recognize.

Using Optical Microscopy (OM), Scanning Electron
Microscopy (SEM) coupled with X-ray Spectroscopy (EDX),
and FTIR Spectroscopy, the paper analyses a series of
banknotes to identify the main security features based on
diffraction.

Experimental part

In the current study, various areas from genuine and
forged notes were examined with different techniques
employed that include: optical microscopy using a CARL
ZEISS AXIO IMAGER Alm, with attached camera
AXIOCAM, with magnification between 50x and 200x
[12-14] used for visual examination of banknotes;
scanning electron microscope - SEM VEGA Il LSH,
combined with an EDX detector type QUANTAX QX2 using
200.....1000= magnification, and with a 30kV acceleration
tension and working pressure below 1x10-2 Pa [15, 16].
Moreover, has been proposed a procedure with the use of
another non-destructive technique: ATR- FTIR. FTIR spectra
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were obtained using a Vertex 70 FTIR equipped with
accessories: ATR mode and RAMAN Il. The spectra were
recorded in the range of 4000-700 cm?* [17-19].

There were compared four banknotes with 50CJ: one
specimen (fig. 1 a), another genuine used banknote (fig. 1
b), along two counterfeit banknotes (fig. 1 ¢ and d).

Three different areas from all 50 euro banknotes were
selected for examination:

-on the recto (intaglio printing at the top of the banknote
next to the nomination and optically variable image device
at the bottom right, which is covered by a plastic film);

-onthe verso (homination of the banknote, printed with
optically variable ink, on the bottom right side).

Results and discussions

The tactility of intaglio printing can be forged by line
offset printing with tactile relief embossed that imitate very
well the original printing, as these aspects are confirmed
by OM examination (fig. 2a and b) and SEM (fig. 3a and b).
The access to intaglio printing is limited to high security
printing value documents, but embossing techniques are
available on market.

Fig. 1. Images of genuine banknotes (a, b) and counterfeit
banknotes (c, d)

Fig. 2. OM imaging for: a - intaglio printing
genuine; b - imitated by embossing

According to ATR-FIR examination, spectra obtain from
ink used for intaglio image, on both genuine banknotes
(fig. 1a and b) appeared to be similar (fig. 4a and b), and
very different position and intensity from forged ones (fig.
4c and d). On forged notes its appear high peaks and
different from genuine notes, on 1729.24 cm, 1225.85
cm?, 1018.65 cm? and 945.83 cm™.

As security features, banknotes of 5000 use diffractive
optically variable image devices (OVD), along interference
security image structure (optically variable ink). Optically
variable ink (fig. 5a) consists of opaque micro flakes added
to a transparent ink medium. During the printing, the tiny
interference filter flakes must be orientation independent
and symmetric about the aluminium mirror. During the
printing process, the flakes align parallel to the substrate.
The low refractive index of the MgF, displays a large colour
shift with angle of observation [220]. Counterfeiters can
deceptive imitate security features as metallic foils or
optically variable inks (fig. 5b).

As table 1 indicates for optically variable ink in forged
banknote the amount of carbon it is four times more than
ingenuine notes. The carbonate peaks derive from calcium

Table 1

THE CHEMICAL COMPOSITION

Samples

The elemental composition (percentage by weight) e

Carbon LMagnesmom | Titanmm

Sulphur

Slicon | Alummmm | Oxygen | Chlorme | Barum

Intazlio mk
forged
banknote a

2877 -

823 - -

Intazlio mk 7157 6.5 oaf 044

genuine
bankmnote ¢

257 -

008 7815 - -

LWVD forged 3.9%

bankmnote &

1391

- 2170 1.50 oy 1521

ovD - N
genuine
banknote ¢

1.09 333 368 7983 8.02 408

[
forged
benknote 2

621 10.73

5249 0.56

OVl
genuine
bankmote ¢

2081 -

i -
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Fig. 3. SEM images for: a - intaglio printing
genuine; b - imitated by embossing

Fig. 4. Infrared spectra of the ink used for intaglio
print from genuine (a, b) and fake (c, d) banknotes

Fig. 5. OM imaging for: a - optically variable ink genuine;
b - counterfeited by inkjet
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Fig. 6. Infrared spectra of the ink from interference
" security image (OVI) structure from genuine (a, b)
and fake (c, d) banknotes
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carbonate, used very fervently as a filer in the manufacture
of paper.

The spectra indicate that the band at 1400cm is likely
to result from carbonate peak with a big difference
between genuine and forged banknotes (fig. 6). However,
reproducibility of spectra collected on the corresponding
location on genuine banknotes is quite high but there are
slight differences. These singular aspects are for specimen
banknote at 1073.44cm*and 1236.22cm! the intensity
lower than the corresponding bands in the genuine use
banknote.
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According to the ATR technique, the spectrum
corresponds to the plastic film which is covering metallic
part of optically variable diffractive images (OVD), and the
absorption bands identify as an acrylic polymer (fig. 7a
and b) [21-26]. As figure 7 show, using SEM, it is a major
difference in metallic structure surfaces from optically
variable diffractive images of genuine (fig. 7a) and forged
banknote (fig. 7b). Moreover, the optically variable
diffractive images spectra from genuine banknotes (fig.
8a and b) include peaks at 1725.11 cm?, 1434.86 cm™,
1387.18 cm, 1019.21 cm, 913.50 cm* 750.59 cm™ which
does not correspond with those from forged banknotes.
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Fig. 7. SEM images of metallic structure surfaces
from optically variable diffractive images (a)
genuine and (b) counterfeit
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Spectral reproducibility between genuine notes is very high,
as well as between forgeries.

Conclusions

This work has emphasised a methodology to identify a
banknote using infrared spectroscopy combined with mass
spectrometry. Spectroscopy signatures and mass
spectrometry allow differentiating between genuine
banknotes and forged ones,s after comparing the spectra
measured for optically variable ink, optically variable image
device and intaglio printing.

The examination of several areas of the banknotes,
based on Optical Microscopy (OM) and FTIR Spectroscopy
techniques is a fast procedure and non-destructive and
allows us to recognize the differences between genuine
and forged notes. Complementary, using Scanning Electron
Microscopy (SEM) coupled with X-ray Spectroscopy (EDX),
this discrimination can be extended with chemical
information obtained from each area, even increasing
number of security features examined, when itis necessary
to distinguish any different falsification example.
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